YBara! HaginHictb Ta cTpok 6€3BiAMOBHOIO BUKOPUCTAHHS BUPODOY 3abe3neuyeTbCs He TibKK AKICTHO
CaMoro Bupoby, ane TaKoX AOTPUMAHHAM PEXWUMIB i YMOB BMKOPWUCTAHHS, TOMY BMKOHAHHS BUMOT
LbOro AOKYMEHTa € 060B'A3KOBUM.

Ethernet-komMmyHikaTop
“LanCom25”

HacTtaHOBa 3 BUKOPUCTAHHA

Tabnuus cymicHOCTI npoayKu,ii

w Y ) Bepcis

MnnK JTlyHb-25mod.2”, “JlyHb-29C
Beoci
Mporpama ans nporpaMyBaHHs “Kowdirypatop 11" epcis

MMk
. pralH.a lMynbT LeHTpani3oBaHoOro 0 » Bepcia
TOB "OxopoHa i 6e3neka” CMOCTEPEXEHHS b




3MicT

L BBOOEHHS ettt s s s s s RAeeAeReeR AR AR AR AR s s R R entes
2. TTDUBHAUEHHS ..ttt esasssssss s s s ses s s s st es et s s s e s s s s et s st es s s st s esse bt ensessa b s esseb s s s s s sebsss s sessssansensasas
3. BKA3iBKM LLLOAO 3AXOLIB DEIMEKM..uucecreririeeienisisetssssssssssssssssssssssesssssssssssssssssssssssssssessssssssssessssssssssessssasssssessessesssses
4. TEXHIUHI XAPAKTEPUCTUKM..eveeereerrereraessacsesessessaesesassesssesssssessssesssesssssssssssssssssssssssssssssssssessssssessessssssesessssessssessssesans
D K OHCTPYKLLIS e veeeeteecteeeeteastetseetseestss st sssssss e ss e sss s sas s sassessssessssssssasssssssss st essssesss s sassesessebesas s sassessssesassessssatessnsesansasansnen
6. [HOMKALLIT CTAHY ..uvuruetceeieseeiseeesesssesssssssssssssssssssssssssssssssssssssssssssssssssessssssssssssssssssssssssessssssasssssssssessssessssassssessssessssessssassssanes
7. TTOPSLLOK BCTAHOBITEHHS . ...uuveeuvererieesesesssssesssssssssssssssssssssssssssssssssssssssssssssssssssssssessssessssessssssessssessssessssessssesssessssssessssasanss
8. YMOBU BUKOPUCTAHHS....cevereeeevecrsessesssssesssssssssessssssssssssssssssssssssssssssssssssssssasssssssessssssssssssssssssessssssssssesssssssessssssssssessasssses
0. BOEPITAHHS . c..cucveeerteeeereretetesaessse st sessesassesas s s s e sesaesesaes s aeses et es s s sas s sassesassesesseb s s s es s s s as b s astebassesssbes s s b s ses s besantsantenas
10, TPDAHCTIOPTYBAHHS..c.ceververecreriesresessessssessassessessssasssssessssassasssssesassassessessssassesssssssassessesssssssassssssssassessessesassessessesassssses
L Y TUIIBALLI S ettt a st es st a s st s AR R e R AR s s s s s et entes

12. lopatok. Nof0XKEHHS MPO FAPAHTIMHE OBCYTOBYBAHHS . ....cuevrvererreeiseensessseesassssssasssssessssssssssssssessesssssssesses

AIMA.425938.020HB Bepcis 2 2



1. BBeaeHHq

Lls HacTaHoBa 3 BWMKOPUCTAHHS MICTUTb OMMUC Ta IHCTPYKLUii, HEOBXiAHI [N NpaBMAbHOIO
BCTAHOB/NEHHS Ta BUKOPUCTaHHA Ethernet-koMyHikatopa “LanCom25” (mani - KoMyHikaTop).

YMOBHi MO3HAYEHHS Ta CKOPOYEHHS, MPUNHATI B NOCIOHUKY:

3 - nporpamMHe 3abe3neyeHHs;

MNMNK- npunag npuMManbHO-KOHTPONIbHUNA,

MUC - nynbT LeHTpani3oBaHOro CNOCTEPEXEHHS.

2. NMpu3HayeHHs

Ethernet-koMmyHikaTop “LanCom25” npusHayeHuit Ana opraHisauii kaHany nepefaBaHHS AaHWUX
Mi>XK OXOPOHHOK CurHanisauieto, wo sukopuctoye MMK "JlyHb-25mod.2" abo npucTpii cnonyyeHHs
o6ekToBuit (MCO) “NyHb-29C" Ta MUC "OpnaH” 3a monomoroto Mepexi Internet.

lNpotokon 06MiHy 3abe3nevyye nepenaBaHHs noain Big nigeaHaHoro npuctpoto po [NUC Ta
OTPUMAHH$ MIATBEPOXKEHb WOAO0 OTPUMAHHS LUMX MOAIN, a TAaKOX AMCTaHuiMHe kepyBaHHS MK Ta no-
ro KOHQIrypyBaHHS.

o MNNK/MNCO moxe 6yTh NigeaHaHUI nnwe OAMH KOMYHIKATOP.

Pexxum poboTn KoOMyHikaTopa — 6e3nepepBHuMiA, LinoaoboBuMiA.

Yeara! NMpucTpin HE ocHaweHui B6GyaoBaHMMM KaMepaMu, MiKpodoHaMK, NPUCTPOSMM Ta
6n1o0kaMM ANS NPUXOBAHOro Bigeo 4M ayaio 3anmcy, a TakoXX HE mae Hiskux yHKuUin wu-
¢pyBaHHsa (kpunTorpadii).

3. BKa3iBku w000 3axoAaiB 6esneku

1o MOHTaxy, NOTOYHOro 06CNYroByBaHHS Ta PEMOHTY KOMYHIKaTOpY AONYYAETbCS MEPCOHan, Lo
BMBYMB NOOYA0BY KOMYHIKATOPY Ta IKMM MPOMLIOB iHCTPYKTAX 3 TEXHIKM 6e3nekun i Mae ponyck Ao
pob0oTu 3 enekTpoobnagHaHHSAM.

Mig 4ac MOHTaxy, HanarogXeHHs i BukopucTaHHs [MNK HeobxiZHO AOTpMMYyBATUCH BMMOT
r0CT12.3.019-80, CHill 3.05.06-85, [16H B.2.5-56:2010.

YBara! Bupié He Ma€ BiAKpUTMX CTPYMONPOBIAHUX YACTUH, WLO CTAHOBAATb Hebesneky
YPaXXeHHS1 eIeKTPUYHUM CTPYMOM NIIOAUHU. 3aXMCHOTO 3a3eM/IEHHS He MaeE.

4. TexHiYHI XapaKTepUCTUKHU

KOMyHiKaTOp Ma€ TexHiYHi XapaKTepUCTUKH, WO HaBeaeHi B Tabnumui 1.

Tabnuus 1. TexHiyHi xapakmepucmuku

XapakTepucTmka 3HaYeHHs
Mepexa nepenaBaHHsl AaHUX Ethernet, nigkntoueHHs
Kpy4yeHui napoto UTP-5
LLIBnakicTb nepenaBaHHs gaHnx, Moit no 100
Tun npucTpoto, Wo MOXKHA Nig€aHATH “NlyHb-25mod.2”, “NlyHb-29C”
Hanpyra »xuBneHHs NOCTIMHOIO CTpyMmy, B 3,3
Crpym cnoxumBaHHS, MA, He Binblue 100
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5. KoHcTpyKUuia

KOoMyHiKaTop BWMKOHaHWM Y BUMSAI APYKOBAHOI MAaTM 3 KParMoOBMMM PO3'EMaMU (OMB. Manto-
HOK 1).
Ona nigknoyenHs po MMNK sukopuctosytoTb po3em XS1 (aus. mantoHok 1). [ng nigknoyeHHs

kabento Ethernet BukopucToBytoTb po3em X2.

R 1LAN25 rev2 R

ManwoHok 1. 308HiWHIl 8u2a50 KOMYHIKamopa

6. IHamnKauia ctaHy

Ha 3BOpoTi nnati po3TtawoBaHi 3 cBiTnoaioaa (MantHOK 3), WO BMKOPUCTOBYIOTbCS ANS BiA-
0bpaXkeHHs CTaHy KOMYHiKaTopa:

® “STATUS” (HL1, uepBoHMii). BMuKaETbCa 3 noyaTkoM nepesasaHHa go MNUC, BUMMKaeTbCa
nicng OTpPMMaHHSA NiATBEPOXKEHHS MPO A0CTaBAeHHS. Y pasi AMCTaHLIMHOrO OHOBAEHHS
BMUKAETbCSA KONU nigknwoumeca oo FTP-cepsepa i BUMMKAETLCS Micng 34uMTyBaHHS Bn0OKY
LAHUX.

® “NET” (HL2, 3eneHuit) — CBiTUTbCS, AKLLO Niaka4YeHo Kabenb Ethernet i HasBHe MepexeBe
3'€AHaHHA.

® “TROUBLE” (HL3, »xoBTHit) - 65iMMae 1 pa3 Ha cekyHAy 3a BiACYTHOCTi HecnpaBHocTel abo
2 pasu Ha CeKyHAY, SKLLO0 € HECMPABHOCTI B pobOTi KOMYHiKaTopa.

MpumiTtka. Y pasi HeBaayi OHOBNEHHS NPOrpamMHOro 3abesnevyeHHs — BCi CBITNOAIOAM CUMHXPOHHO
IED S

Ha posetui Ethernet BctaHOBNEHO [04ATKOBI iHAMKATOPKM poBOTU MepeXxi:
® 3e/IeHUI — CBITUTBCA, SIKLLO 3'€AHAHHS Y JIOKA/IbHIM Mepexi BCTaHOBNEHO;
® KOBTUIA — MEPEXTUTD, AKLO BiABYBAETLCA OBOMIH AAHMMM NTOKANbHOK MEPEXEHO.



7. MopsaaoOK BCTAaHOBNIEHHS

lNepen BCTAaHOBMIEHHSAM KOMYHIKATOpy, BCTaBTe MiXMNATHWIA @ikcatop (BXOAUTb OO KOMMIEKTY
MoCTaYyaHHA KOMYHIKaTopa) B OTBIp MAaTWM KOMYHiKaTopa, NO3HayYeHun KonoMm, Ao dikcauii, gk
MOKa3aHO Ha MantHKYy 2.
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ManwHok 2. BcmaHosneHHs @ikcamopa
Mpu BCTAHOBMEHHI NNaTy KOMYHIKaTOpa OPIiEHTYIOTb TaKMM YMHOM, WO6 rHi3aa ii po3'emy XS1
6ynu HacTpoMneHi Ha wTmpi po3'emy X12 (Wi-Fi) MIMK (gnB. MantoHOK 3).
®ikcaTop, wo 6yB nonepeaHbO BCTAHOBMEHWIM B OTBIpP MAATU KOMYHIKATOpa, CBOIM APYrMM Ki-
HUEeM NOBWHeH ByTW BCTaBneHui (80 knauaHHg) B oTeip nnatu MK, wo po3TawoBaHMit HaBNPOTH
(uer oTBip TakOX No3HaYeHo GapboBaHMM KOMOM).
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8. YMOBU BUKOPUCTaAHHSA

Bupi6 ponyckaetbcs BMKOpUCTOBYBaTM 3a Temnepatypwu Big -5°C no +40°C Ta BiAHOCHOI BONO-
rocTi B AianasoHi Big 5% no 85%.

9. 36epiraHHS

1. Temnepatypa 36epiraHns Big -50°C no +40°C 3a BiAHOCHOT BOMOrOCTi NOBITPSA B Aiana3oHi Bif,
5% no 98%.

2. Mg, 4ac BaHTaXHMX pOBIT i TPAHCMOPTYBaHHS, 3a 36epiraHHs y CKlagax, Tapa 3 BUpobaMu He
MOBWHHA NiafaBaTUCa pisknM yaapaM. Cnocib yknapgaHHe i KpinaeHHsa Tapu y TPaHCNOPTYBaIbHOMY
3ac06i NOBMHEH BMKIKOYATM IX MUMOBINIbHE NEpeCcyBaHHS.

3.36epirati Bupib B Tapi NigNnpneMCcTBa-BUPOOHMKA.
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10. TpaHcnopTyBaHHA

1. TpaHcnoptyBaHHs MK 3aiicHIOBaTM B Tapi NiANpUEMCTBA-BUPOOHMKA.

2. MNMNK po3BONSETbCS TPAHCNOPTYBATU YCiMa BMAAMM 3aKPUTUX TPAHCMOPTHUX 3acobis, 3a
YMOBM AOTPUMAHHS MPaBUA NepeBe3eHHs BaHTaXiB, WO Ait0Tb Y KOXKHOMY BMAI TPAHCNOPTY.

3. Temnepartypa TpaHcnoptyBaHHa Big -50°C go +50°C 3a BiAHOCHOI BONOrocTi MOBITPS B
AianasoHi Big 5% no 98%.

11. YTunizauisa

YTunizyBatM 3a npaBuaaMu yTUNI3auii eneKTpoOHHUX MNOoOYTOBMX NpWNagiB, BCTAHOBIEHWUX
3aKOHOAABCTBOM [epXaBu, e BUKOPUCTOBYETLCS BMPIO.
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12. NopaToK. [lonoXXeHHA NpPo rapaHTinHe 06CNyroByBaHHS

1.

9.

Bupo6HMK rapaHTye BiaCyTHiCTb BUpO6HMUMX AedeKTiB i HecnpaBHOCTEN YCTaTKyBaHHSA i Hece BianoBiAaNbHIiCTb
3a rapaHTiiHMMK 3060B'A3aHHSAAMM BiANOBIAHO A0 3aKOHOAABCTBA YKpaiHM.

FapaHTiitHMI nepioa, 06YMCIOETLCA 3 MOMEHTY NPUAGAHHA NPUCTPOIO Y odiuiiiHoro aunepa.

Mip, yac rapaHTiiHOro TepMiHy BUpoOGHUK 3060B'A3YETbCA 6E3KOLITOBHO YCYHYTU AedeKTH YCTaTKyBaHHS LWISXOM
AOro peMoHTy ab0 3aMiHM Ha aHAIOTiYHMIA 3a YMOBM, WO AedEeKT BUHUK 3 BUHUM BupobHuka. Mpucrpii, wo Hapae-
TbCA ANA 3aMiHKU, MOXXe OYTU IK HOBUM, TaK i BiAHOB/IEHUM, ane y 6yab-aKoMy BunaaKy BUpoGHUMK rapaHTye, wwo
1Aoro BNacTMBOCTI 6yAYyTb He ripLui, HiXX y 3aMiHHOro NPUCTPOL.

BukoHaHHA BUpO6GHMKOM rapaHTiiHMX 3060B'A3aHb 32 PEMOHTOM YCTaTKyBaHHS, WO BUMLWIIO 3 Naay, TArHe 3a
€06010 36i/1bLWEHHA rapaHTIHHOrO TEPMiHY Ha YaC PEMOHTY.

AKWwo TepMiH rapaHTii 3aKiHYYETbCA paHie HiXX Jepe3 MicAub NiCNS PEeMOHTY NPUCTPOH, TO HAa HLOrO
BCTAHOB/IOETLCS AOAATKOBA rapaHTisl TepMiHOM Ha 30 AHIB 3 MOMEHTY 3aKiHYE€HHS pEMOHTY.

Bupo6HMK He Hece BiANOBIAANbHOCTI 3a CyMicHicTb cBoro lNMporpamMHoro 3abesneyeHHs 3 6yAb-AKMMU anapaTHU-
MM a6o nporpamMHMMK 3ac06aMu, WO NOCTABASIOTLCA IHWMMU BUPOGHMKaMM, SIKLIO iHWIe He 06YMOBAEHO Y no-
AaHi BOKyMeHTaLii.

3a oAHUX 06cTaBUH BUPOGHMK He Hece BiANOBIAANbLHOCTI 32 6yAb-fAKi 36MTKM, BKJIOUHO 3 BTPATO AAHMX,
BTPaTow NpuMOYTKY Ta iHWMUX BUNAAKOBUX, MOCAIAOBHUX abo HenpsaMMX 36MTKIB, WO BMHUKAM BHACNIAOK
HEKOPEeKTHUX Aii no iHcTanauii, cynpoBoay, BUKOPUCTaHHA ab0 NOB'A3aHUX 3 NPOAYKTUBHICTIO, BUXOAOM 3 napy
a60 TMMUYaCcOBOK Henpaue3aaTHICTIO YCTaTKyBaHHS.

Bupo6HMK He Hece BiANOBiAANbHOCTI 3a rapaHTiel y pasi, 9KWwo 3pobneHi HUM TecTyBaHHA i/a6o aHani3
nokasanu, Wwo 3aaBneHuin gedeKkt y Bupobi BiacyTHil, a6o BiH BUHMK BHACNiAOK MOPYLIEHHS NpaBuA iHCTanauii
a60 yMOB BUKOPUCTAHHS, a TaKOX 6yAb-aKMX Ail, NOB'A3aHuX 3i cnpo6aMu AOMOITUCS Bif, NPUCTPOI0 BUKOHAHHS
(yHKLUIN, He 3aaBneHi Bupo6HUKOM.

YMOBM rapaHTii He nepea6ayaloTb OUMLLEHHSA Ta NpodinakTUKy 06nagHaHHA cunamum i 3a paxyHoK Bupo6Huka.

10. Bupo6HUK He Hece BiANOBiIAANbHOCTI 32 AedeKTH i HeCNpaBHOCTI YCTaTKyBaHHS, WO BUHUKAU BHACNiAOK:

® HeAOTPUMAHHA MPABMN TPAHCMOPTYBAHHSA | YMOB 30epiraHHs, TEXHIYHUX BUMOT LWOAO PO3MilLleHHS Ta BU-
KOPUCTaHHS;

® HenpaBWIbHMUX AiHA, BAKOPUCTAHHS YCTaTKyBaHHA He 32 NpU3HAYEHHSIM, HEAOTPUMAHHS HAaCTaHOB 3 BUKOPU-
CTaHHS;

® MeXaHiYHMX hilf;

® paii 06cTaBUH Henepe6opHOi cunu (NoXexka, NoBiHb, 3eMETPYC Ta iHLLE)

FAPAHTIA HE NMOLUMUPIOETHCA:

® Ha KoHTpadakTHi BuUpobu, npuabaHi nip Mapkoo Bupo6Huka;

® Ha HeCnpaBHOCTI, WO BUHUK/M BHACNiAOK BMJIMBY HAaBKONIMILHbOTO CepepoBMLLa (AOLL, CHIr, rpaa, rposa Ta
iHWe), HacTaHHA (popc-MaXKOpHUX 06CTaBUH (NOXKEXKa, MOBiHb, 3€MNETPYC Ta iHWe) a6o BNIMBY BUNAAKOBUX
30BHILUHIX YUHHUKIB (KUAKM Hanpyru eNekKTpMYHOi Mepexi Ta iHwe);

® Ha HeCMpaBHOCTi, BUKAMKaHi MOPYLIEHHAM NpaBui TPaHCNOPTYBAHHS, 36epiraHHs, BMKOPUCTaAHHA abo
HenpaBUIbHUM BCTAaHOBNEHHSM;

® Ha HeCnpaBHOCTI, BUK/IMKAHI pEMOHTOM a6o Moaudikauie YcTaTKyBaHHS 0c06aMK, He YNOBHOBaXX€HUMM Ha
ue Bupo6Hukom;

® Ha NOWKOAKEHHSI BHAC/IAOK NPOHUKHEHHS BCcepeauHy YCTaTKyBaHHSI CTOPOHHIX NpeAMeTiB, pe40BUH, piauH,
KOMaXxX Ta iHLue;

® Ha YcTaTKyBaHHS, fike Ma€ 30BHilWHi AedeKTn (ABHi MEXaHiYHi NOLWKOMKEHHS, TPIlLMHU, CKONU HA KOpNyCi i
BCEpeAMWHi NPUCTPOIO, 31aMaHi QHTEHU | KOHTaKTU PO3'eMiB).

MianprMeMcTBO-BMPOOHUK:
TOB “OxopoHa i 6e3neka”
YkpaiHa, 61002, M. Xapkis, Byn. Caposa,10/12.

Ten.: +38(057) 715 13 63, +38(057) 786 70 40,
Ten.: +38(066) 187 2797,  +38(098) 187 27 97
Gakc:  +38(057) 727 53 80

mail:  Support@p-sec.eu http://www.p-sec.eu
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